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Version control
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Where version control comes from

Software development

long source code, lot of code files, thousands of variables: code
writing starts from scratch

a lot of testing and debugging
alpha, betq, .., release versions (=multiple sets of versions)

many, many people involved: modular source code development

how to keep track of all the modifications (made by different
people)?
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Benefits of version control systems (VCS)

e J[raceability
o Track changes
o Annotate each change with a message (=explain what and why)

= a complete annotated history of the code

e multiple streams of work (or version sets) independent from each other
while also be able to merge the work back together

e For colloborative work this means:
o  keeps all team members on the some page
o makes sure that all team members can work simultaneously on the same project

o makes sure that everybody is working on the latest version of the project
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Without version control:

Computer

What version do |
need?? Which version
does Anna currently
work on??

or
How did the code in
Computer File] look like o week
ago when it still
worked??

With version control:

Computer

A

Server Computer




Git
= version control system

= software on your computer — decentralized, local version control

GitLab™

= online collaboration platform based on the Git software

= centralized repository, distributed version control
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Installation of Git

e download Git on your local computer. MaRC3a already has a running Git installation.
e After installation, you need to configure Git via the command line / terminal

git --version - this tells you if the installation was successful by telling you the version
number of Git you installed.

git config --global user.name "Example Name"

git config --global user.email example@example.com
git config --global init.defaultBranch main

git config --global core.editor ExampleEditor

— this sets a default text editor when working with git. Recommendation: nano or vim. Qit
config --global core.editor nano

git config --global pull.rebase false
git config --global pull.merge true
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Installation of Git

cat ~/.gitconfig

— checks if your configuration was successful. It should give you this output:

[user]

name = Your Name

email = example@example.com
[init]

defaultBranch = main

[core]

editor = nano

[pull]

rebase = false
merge = true

NeurOscientific Workflow Assistance

10



The basic principle of Git

Local folder Git server database

version z

/

version X versiony

= what is saved and can be
looked at and recovered any
time

= what you see/ current version
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How the versioning works

every time you want to save the current state
of your project (=one version), git takes a
'snapshot” of how your folder currently looks
like (commit a version).

The reference to this snapshot (=commit hash)
will then be saved in your commit history and
with this commit hash you can find this
version in your version database oka Git
repository.

Committing a version means saving a
snapshot of how all your files currently look
like.
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12



What does “different versions” of my project mean?

‘committing a version” actually should be ‘committing changes”

every time you make a commit youre being asked to write a short
description of what this commit is about (=commit message) — 'Is the
change between my current version compared to the previous version
worth being saved as a stand alone version of my project?”

The commit message you give is bound to your commit, i.e., the commit
message should state what you changed

commit changes that belong together. Namely, if you changed something
in filel and something in file2 and those changes are logically related, you
should commit them together. If changes you made are not logically

related, you should commit them separately.
NOWA
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Commit logic

& Example for logically related changes

You are working on a project where you have to conduct an experiment, analyze the data, and publish a manuscript.
You make a change to your stimuli-coding-file by coding a new stimuli shape. You insert this new stimuli shape in
your experiment code as well. The changes happened in different files, yet the changes are logically related (make
new shape - use new shape). You should commit those changes together, meaning after you changed both files.

&y Example for NOT logically related changes

You are working on a project where you have to conduct an experiment, analyze the data, and publish a manuscript.
You make a change to your stimuli-coding-file by coding a new stimuli shape. On the same day, you also make a
change in our manuscript (which is awesome, btw), changing the affiliation of one of the co-authors. Those changes
are not logically related. You should not put them in the same commit.
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The staging area

N

working directory staging version

™\ area database

-
|




Branching and merging
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Main vocabulary

git init: gives git initial control over your files

e git add: adds a change from the working directory into the staging
area

e git commit: saves a snapshot of the current version of your project
in the repository

e (it status:checks the status of the files
git diff:let's you inspect differences between versions (in a certain
way)

e git log:displays the commit history
git branch: create a new branch

e it checkout:check out (or “replace’) files in working directory with
another staged or committed version AND move between branches

e git merge:to merge two separate streams of versions (branches) into
one 7
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Summary

Your machine (e.g., GitHub)

Your

Workspace Inpexf Local repo
5 staging area remote repo

Initialize

commit

Change

status

Inspect

Update
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Git LFS

e Qitis optimized to work collaboratively on code (or text in general)

e Qit-LFS is optimized to work also on large binary data (like videos or
any arbitrary recordings)

e as we are using the TAM GitLab™ also as the main Data Storage

platform and will work with binary data, we ask you to use Git LFS

e You have to do a installation but don't need to learn any new
commands. Git LFS will work in the background for you.
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Git LFS

1. Download git-lfs. On MaRC3 / JupyterHub, Git LFS has already been installed. JupyterHub
servers have it activated by default. If you connect to MaRC3 via terminal (ssh), you can enable
Git LFS via its module: module load git-1fs.

2. Check installation: git 1fs --version

3. Initialize qit-lfs once for your username: git 1fs install. This also applies to first usage on
MaRC3 / JupyterHub.

If you do a cat ~/.gitconfig again, you should see the following added to your git configuration:

[filter "1fs"]

smudge = git-1fs smudge -- %f
process = git-1fs filter-process
required = true

clean = git-1fs clean -- %f
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https://git-lfs.com/

Git LFS

e Please keep a .gitattributes file in each repository

e this file tells git how to handle which file by their file extension (e.qg.,
is it a text or a binary file)

e You can find a template in our Data Steward-Templates-GitLab:
https://tam-qitlab.online.uni-marburg.de/data_stewards/template
s/snippets/-/snippets/2

Just download it and add it to each of your repos.
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https://tam-gitlab.online.uni-marburg.de/data_stewards/templates/snippets/-/snippets/2
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TAM GitLab™

Difference to services such as gitlab.com or GitHub:

e login only possible with UMR staff account, 2FA, and permission
granted by TAM

e no “public” setting for repos available — only people with the
above mentioned authorization are able to see repos on the TAM
GitLab™ (if setting for repo = “internal’)

o TAM GitLab™ is the main storage platform for your data
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Communicating with GitLab™: ssh

one ssh key per machine (also for MaRC3aq)

ssh-keygen -t ed25519

Generating public/private ed25519 key pair.
Enter file in which to save the key (/home/user/.ssh/id ed25519):

Enter passphrase (empty for no passphrase) :
Enter same passphrase again:

cd ~/.ssh
cat id ed25519.pub — copy content and paste in TAM GitLaob™

ssh -T git@tam-gitlab.online.uni-marburg.de

The authenticity of host 'tam-gitlab.online.uni-marburg.de (35.231.145.151)"
can't be established.

ECDSA key fingerprint is SHA256:HbW3g8zU]jNSksFbgTiUWPWg2Bglx8xdGUrliXFzSnUw.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'gitlab.example.com' (ECDSA) to the list of known
hosts.
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Communicating with GitLab™: Personal Access
Token

e communicate via https and password = Personal Access Token
e create Access Token on TAM GitLab™

e use as password when communicating with TAM GitLab™ via
https
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GitLab™ - Repository

= storage destination for your projects and data

once your data is on gitlab, you can clone the data to other machines (with
proper authorization and permissions)

you can have repositories under your personal name space or as part of a
group (e.g., your lab)

you can add collaborators

you can make them “private” or “internal’

you can use project management tools in gitlab (issues, wiki)
you can use the Web IDE

automization tools such as Continuous Integration/Continuous Deployment

NeurOscientific Workflow Assistance
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Main vocabulary

e git push:synchronize your local repository with the remote
repository by pushing changes in the local repository into the remote
repository

e git pull:synchronize your local repository with the remote
repository by pulling changes from the remote repository into the
local repository

e git clone:this gives you an exact copy of a remote repository on your
local computer

e git fetch: fetching the latest version from the remote repository into
your staging area

NeurOscientific Workflow Assistance
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Local vs. remote repository

&) Local vs. Remote Repository

The local and the remote repository are two different things. You need to actively initiate the synchronization
between the two (push-pull).

One important thing to remember for understanding how the synchronization between Git and GitLab works is: Git
makes you think you work on the same branches locally and remotely: they follow the same working stream and
share the same version history, you don't need to switch between branches. But technically it's handled as if it's

different branches: main vs. origin/main . This is necessary for the communication between local and remote
repository to enable functions like git merge and git diff.
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GitLab™ - Roles

e Owner: can do anything that is possible on the repository

e Maintainer: cant delete anything; can't assign, archive, transfer project or
change visibility level

e Developer: + cant manage GitLab-pages; cant change container registry and
application security

e Reporter: + cant manage incidents

e Guest (This role applies to private and internal projects only.): + cant manage
issues, merge requests; has almost no project management permissions

NeurOscientific Workflow Assistance

2 NOWA 31



GitLab™ - Groups

you can have repositories under your own namespace or under a
group

we would like to keep the TAM GitLab™ organized which is why we
prefer you to work mainly with groups

o we can create a group for you

o bestis to have a few people with the group owner role who can add new
members

repos under a group inherit the settings from the group: e.g,, if
the group is private you can't have a repo with the “internal”
setting
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Full Git & GitLab™ Tutorial with
detailed instructions, exercises, ano
more resources for troubleshooting in
the User Manual )
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